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The Rise of Deepfakes

While lawyers have certainly been aware of deepfakes for years, everyone was fighting
malware infections. As we constantly remind lawyers, the cybersecurity world evolves
rapidly — and the prudent law firm will evolve as well.

In the past year, deepfakes have become the second most common cybersecurity incident,
lagging only behind those persistent malware infections that law firms have been battling
for years.

Mind you, we are not suggesting (yet) that law firms are being deluged by deepfakes.
However, having watched the rise of deepfakes in businesses, law firms know darn well
that they will be invited to the party by cybercriminals — and that they must be prepared.

Cybersecurity Awareness Training

Over the years, we have given hundreds of CLEs on cybersecurity training for law firms, but
for the first time, we are now including training to protect law firms against deepfakes,
which may well involve such things as client voice cloning along with other forms of
deepfakes.

It only takes a matter of seconds to clone a client’s voice from a sample of the voice. While
there are many permutations of deepfakes, a common scenario for a law firm might be a
call requesting a lawyer to wire a large sum of money as part of a business transaction. Itis
amazing how much information cybercriminals have at their command to make such
requests plausible.

Law firms hold some of the most sensitive data of their clients, and yet they are unprepared
to adequate protect that data. Deepfakes may prove a considerable challenge to law firms
if they don’t institute adequate training.

How Can You Defend Against Deepfakes?

While each deepfake scenario may be different, there are means to defend again
deepfakes! Nothing expensive or complicated about this, but why not set a secret code
word? Perhaps a word unlikely to come up in a legal conversation like “dinosaur” or
“hayride?” Whenever a client calls you — or communicates with you via any form of
unsecure audio or video communication, ask for the code word. If they don’t have it,
terminate the communication.



Beware, they may say they forgot the code word. Start from the beginning — you call them at
a known good number and establish a new code word. Is this perfect or all-inclusive in
protecting you? No. But it’s a start and it doesn’t cost a cent.

Do change the code words from time to time, just in case. We’re certain that legal practice
management systems will (if they haven’t already) build verification techniques into their
systems allowing two-way authentication.

Tried and True Hallmarks of Deepfakes

One hallmark: The communication is urgent, particularly when monies are to be wired
immediately. The authors all agree that you should take special care when you are asked to
deal in cryptocurrencies which are still often fraught with risks.

Gifts cards? Oh yes, we have seen a law firm where an employee was asked to buy gift
cards by the “managing partner.” She bought $1200 worth of gift cards which ended up in
the criminal’s hands. And no, the firm did not reimburse her. A law firm’s version of “tough
love” we suppose.

Other indicators of probable fraud include “don’t tell anybody what you’re doing” warnings,
asking for personal/confirmation information, and telling you to keep the communication
itself on the “down low.”

Things That Used to Identify Deepfakes

The world was a simpler place not so long ago. You could look at a deepfake video and see
things like strange skin tones, odd lighting effects or jerky movements. The speech wouldn’t
sound quite right or was out of sync. Perhaps the eyes didn’t blink or the body moved a bit
strangely. You’ll still see some of the old defects, but increasingly artificial intelligence is
making many deepfakes harder to spot.

On the flip side, Al is often now used to detect Al-generated deepfakes, And it’s very likely
that, even as Al deepfakes become better and better, so will Al deepfake detection
technologies. Our foe is also our friend when it comes to Al.

Final Thoughts

Worth a careful read: The story of how a finance worker at a multinational firm was tricked into
paying out $25 million by a deepfake video call from the company’s chief financial officer which
included several members of staff on the call, all of whom were also deepfaked.
https://www.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html. It is
time for law firms to prepare for deepfake attacks before they too become headlines!
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